vx 3.0 detects, removes, and protects, helping to keep your PC an&

| information safe from malicious software such as rootkits lik
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Scan Progress: 35%

Scanning C\Users\Chris\éppDataiRoaminginviodes 001

Scanned Files

Bad Files

Cancel Scan
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Status

@ Review

& Prepare

& cleanup

Status

Id Settings

E= Tools

=
[E| License

&!

&!

Sca

n Result: Infected

= I 1infection has been identified in your system

@ THREAT

pantivirus2008.exe in clusersichri

“Threat Identined

Medium Risk Mahware

Scan My PC Again_ (™ Clearitp Now'

$ Help & Support

This utility allows you to rollback specific cleanup actions taken by Previ 3.0 in the case you
experience system instability or did not intend to remove a componant of an infection

Date Removed

| original File Name

J Infection

! Status.

2009-04-28 [16:08....

crhusersichris\desktopxpantivirus2009%.exe

Medium Risk Malw...

Quarantined

! | Remove

I | View Cleanup Log J




Prevx ®°

Medium Risk Malware Infection Prevented:

Infected File:
CAlsers\Chris\Deskopinfections\®PAntivirus 2009 EXE

s

It iz highty recommended that yvou remowve this threat

Advanced Heuristics - Medium " Disable Heuristics

B License _<_J __I & Apply before Age/Populanty detection
= = © Apply after Age/Popularity detection

Program Age Heuristics Low: Dnly alert about programs which have been
created or modified very recently. (Recommended)
il =

Program Popularity Heuristics Low: Only alert about programs which have only
recently been seen for the first time.

L] _l (Recommended}
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Keyslioke | Phishing

Screen

Crabocrs

Attacks

Loggers

Clipbuard

Eicalers

Intemet
Cache
Riflirg

Marin-lhe-

Screen

Grahoers

Man-ir-the-

Browsar

Erowacr

Keysiroke | Phisaing

Clipbaard
Stealers

Loggers Attacks

Intemel
Cache
Rifling

Online Barking Fraud

Wactor

HE e TheBark com

¥
HEp ey URImeln: com

Vectors Of Attack

Basic Methoddogy

User trpically raceves an aulbentic [cokng eman, o
fallows & convanient link ‘rom ancther web siie which
takes the user 'o 4 fake bLt authentc locking web site
where they urwitt ngly disclose her credantials

Feyatrohes are recorded 23 ey are emared hese ars
corclobed to the currently active web page and forwardee
10 the zrimenal’s data conter on demand.

Screen contens, noudng keysirokes entered and all
Ul U spayed s g sied ged Brwancded o e
criminal's data center o deimand.

Whenever date is copied by the user with CTRLEC or
Frirt Screer the comerts are harvestad and forwardad to
Me cnminal’s datacenter on demand,

Data starsd in he Inemet Browser cache or i the form
stored input cazhe are harvestad and foreard 1o crminal’s
data center on denand

Browsar A0d-ons, Helpar b ecs, Sc7ps énd Injeced
Lo e used i harest datd entsied o dispiayed by thg
b @ oewarded o commeal's dale cenier o
demand.

The mzchanisms for trens ating anwekr site 3L to the
approprzte |F address of the web site are modified o
connect t1e ussr with the criminal’s data center pretending
19 be e baik or ntenced sike e user wanted to wishil

Uszr
AWareness

May anuse
sLERIzlon

Tatilly Leygvwnas:

Tetally LUnaware

Tataly Linaware

Totally Unaware

Tetalty Linaware

Miy aiouse
sLsplzion

Examples cf Banking Trojans
Deplaying This Vecior

Mol deperdent o maksare
bt can ke biggerad b it

FEUEAMSMP D,
BBRIT g g Snuwil,
Galdun.

Skl Bk

ZEUEWEMPaem,
EIBR Torp g Sinowal.
Goldun
Silent Barkar

ZEIANEN Toem

LEUEVENERem,
PACTarpigrSanceeal

DS Charge
Tropn Barcos

1) 2

Online Banking Fraud

WVector

Q

L,

way
wakes

&

I Igto ey TheQank comm

L
Hita e Crimelne com

Frofected

Hew Prevx SafeCnline Protzcts
Metnod of Protection

Previ SafeCnling prevent: uninlantanal axpecuta
of hanking credenfials 1o 2ny wea sie which has
not been expicifly appraved and venfied in
advanca by tha user

Prewr Satafmling boilds 4 prevale innal direetly
between the keyaoard npat znd the Inieimel
Browser which cannal se mewed by other
processes

Prewe Satainling hdas the soresn contents and
display buffer from any process nofessenial to he
weh session

Prevx SafeCnling hdeas the cipboard canlents fram
any process nat essennalio the web sesson

Preve SateCnlina prolects the Infarnel and Wiak
forms cache irom any process nal essential w na
weh 3m3sion

Previ Safelmling irtrugion and axtragion anginae
prodeel he Rrwsar peaces e and mamary Frm
plug-in and injecled code rying 1 assed control
over fhe browser pracess and sesson sonterts

Mrewie SafeOnling datesls Hoala file Meoey, ard
poigonad ORE alffacks and eaptrally venfiss
ultimate ON5S rasolition against proven’ CME
Sarvices.

Benelis

Wihenever 3 user attempes to 2nter proteciad
hanking or mecit card credantizls nto 3 web
site which has not been pre-approved the web
sile addrass is 3dced 10 the suspiciaus lisl

Let2ats keystroke Ioggers and Ma Icious
pProcessts b seing benign appl caiens o
read beystroka inpat.

Uetgals sCreen grabbars and maneiacs
processes NAmEssing benign applcakons o
read sereen sontenis

Defeats Clippoard steales and meliciaus
processes hamessing benign applcakons 1o
cooy the clipgboard contoats.

Defaals infemel Cacke Fifling makvara by
prevaltirg access o the lnlernat and WWeb

farms cache

Nefaals pre-pcsting and new =arm.-ray
riabwara attacks on the Erowser procecs.

Cafaste Incsl O/ S costaminatian attempls
instantly and crtrbas estamal DME priscning
witlh cenfralizec venficatian and provides
immediale protection 1o subzequent Users.
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